
With the transition to online learning a new security threat to video conferencing platforms has 
emerged. Many of you have probably read or heard of the horror stories of Zoom Bombing on NPR, The 
New York Times, as well as others. These articles are aimed more at eliciting an emotional reaction to 
get maximum page views, instead of alerting us to the root cause of this new menace.  

The reason we are seeing so many classes and meetings being disrupted is not because the platforms we 
employ are insecure, but instead, because the meeting hosts are failing to do the following: 

• Posting the URL in a public space, such as the internet, newspaper, or social media 
• Failing to set passwords for users to access the meeting or class 
• Allowing anyone to screen sharing functionality 
• Forgetting or disregarding to enable the “waiting room” for meetings/classes 

In order to mitigate these risks as best as we can, Manheim Central has configured default settings for 
Zoom Conferencing to help mitigate these risks. 

Zoom published an excellent guide last week to "Securing Your Virtual Classroom." Please take a few 
minutes to read it and familiarize yourself with these settings. While the article speaks specifically to 
"classrooms," these are great practices for just about any meeting! 

If a parent, community member or student reaches out to you with a concern over our use of these 
platforms, please copy and paste the following response to them: 

"Manheim Central School District believes strongly in the educational value of students having face-to-
face interaction with their teachers and their classmates. With the necessary transition to an online 
learning environment, video conferencing platforms such as Zoom have become vital tools within our 
learning community. 

The predominance of these tools across all areas of life in recent weeks has resulted in increased media 
attention, especially when user errors result in negative experiences. Upon closer inspection, these 
incidents have all been preventable, rather than inherent deficiencies with the software. 
 
Please be assured that before deploying these tools, Manheim Central has consulted with legal 
professionals, carefully tested the software, and provided guidance and training to all staff. Additionally, 
default settings have been applied whenever possible to help meetings remain private and secure for all 
involved. We are confident in our ability to deliver a safe & positive educational experience to all of our 
students through the use of these tools." 

 

https://blog.zoom.us/wordpress/2020/03/27/best-practices-for-securing-your-virtual-classroom/

